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(57) ABSTRACT

A credential can be shared by one user with other users when
sharing conditions are met. Sharing conditions can include a
time, time range, date, date range and the geographic location
of a user with whom the credential is to be shared. The
credential can be shared so that it is not visible or accessible
in plaintext to the shared-with user. Sharing conditions can
include conditions that, when met, result in the revocation of
a shared credential.
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1
CREDENTIAL SHARING

BACKGROUND

A credential such as a password for a given user device and
a given WiF1 network gateway can be stored in the cloud and
be associated with a user account. When the user activates a
new device and logs into the user account, a cloud-based
service can provide the password to the device, which in turn
can provide the credential to the WiFi gateway. Thus, the user
need not manually reenter his WiFi password upon activating
anew device. The password may not be accessible in plaintext
by the user via the device. This can enhance the security of the
password storing and providing system.

BRIEF SUMMARY

According to implementations of the disclosed subject
matter, a password and a network access identifier (such as a
Media Access Control (MAC) address or a Service Set Iden-
tifier (SSID)) can be received. The password can be a user’s
credential to obtain access to a network through a network
access device having corresponding to the network access
identifier. A signal can be received that indicates at least one
condition under which the password is to be shared with
another user. In response to receiving the signal, it can be
determined that one or more other users (“shared-with users™)
meet the conditions and are authorized to have access to the
password. Based upon this determination, the password can
be shared with the one or more authorized other users.

In an implementation, the password and network identifier
may be received as part of a synchronization (“syncing”)
operation between a device (such as a mobile device) of the
sharing user and a server. The syncing operation can include
a data backup operation where data on the mobile device is
backed up to a user account on the server. The password and
network identifier may be stored at the server in conjunction
with the sharing user account.

The signal indicating at least one condition under which
the password is to be shared can include one or more identi-
fiers corresponding to another user with whom the password
is to be shared, a type of other user with whom the password
is to be shared and an identifier of a group of other users with
whom the password is to be shared. For example, the signal
can include one or more usernames, one or more user prop-
erties or one or more named groups on social networks.

The signal can also include a time, a date, a time range and
a date range. The password can be shared with other users at
the time and date, within a temporal threshold around the time
and date or within the time and date range. A password shared
with user that no longer meets any temporal criteria specified
in the signal can be revoked. In another implementation, the
temporal criteria can relate to granting criteria and once
granted, the shared-with user can keep the password even
outside the temporal granting criteria.

The signal can also include a geographic location or a
geographic area. The password can be shared with other users
who are at a geographic location, within a geographical
threshold around the geographic location (e.g., with ten
meters, a mile, ten miles, etc.) or within a geographic area.
The geographic area can be specified as a place name (e.g., the
District of Columbia) or a set of coordinates circumscribing
an area, etc. A password shared with user that no longer meets
any geographical criteria specified in the signal can be
revoked. For example, a user with whom the password was
shared when the user was within the boundaries of the District
of Columbia can be revoked when the user leaves the District
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of Columbia In another implementation, the geographical
criteria can relate to granting criteria and once granted, the
shared-with user can keep the password even outside the
geographical granting criteria. For example, the user need be
within the District of Columbia to receive the password,
which need not be revoked simply because the shared-with
user leaves the District of Columbia.

The signal can also specify at least one condition under
which a shared password is to be revoked. For example, the
signal can indicate that the password be revoked when other
criteria are no longer met, as described above. The signal can
specify that the password be revoked based on a command
received from the sharing user, based upon a password reset
by the sharing user or by a third party, based upon detected
activity by the shared-with user, such as downloading more
than a download threshold of data through the connection
made accessible by the password, etc.

A shared password may not be visible to the shared-with
user. This can prevent a shared-with user from further sharing
the password with another. An implementation of the dis-
closed subject matter can be used for other shared data
besides passwords. For example, the shared data can be any
kind of credential that is needed to gain access to, permission
or authorization for any application, including access to a
network through a gateway, access to a website or online
service, access to a live event (e.g., a ticket), etc.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are included to pro-
vide a further understanding of the disclosed subject matter,
are incorporated in and constitute a part of this specification.
The drawings also illustrate implementations of the disclosed
subject matter and together with the detailed description
serve to explain the principles of implementations of the
disclosed subject matter. No attempt is made to show struc-
tural details in more detail than may be necessary for a fun-
damental understanding of the disclosed subject matter and
various ways in which it may be practiced.

FIG. 1 shows a system according to an implementation of
the disclosed subject matter.

FIG. 2 shows a message flow according to an implemen-
tation of the disclosed subject matter.

FIG. 3 shows another message flow according to an imple-
mentation of the disclosed subject matter.

FIG. 4 shows another message flow according to an imple-
mentation of the disclosed subject matter.

FIG. 5 shows a computer according to an implementation
of the disclosed subject matter.

FIG. 6 shows a network configuration according to an
implementation of the disclosed subject matter.

DETAILED DESCRIPTION

An implementation in accordance with the disclosed sub-
ject matter can enable a user to control the conditions under
which a credential can be shared with others. For example, a
user may store a Wi-Fi access credential on a device such as
a mobile device, a personal computer, a fob, etc. An example
of'such a Wi-Fi credential can include a password for gaining
access to the Internet at the user’s home through the user’s
cable modem. The credential can also include or be associ-
ated with an identifier of a gateway or router. For example, the
user’s home Wi-Fi password may be associated with the
MAC address and/or an alias for the user’s cable modem.

A user’s credentials can be stored on one or more of the
user’s mobile devices. The credentials can be automatically
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synchronized (“synced”) or backed up (periodically or manu-
ally) to a server that can be cloud-based, where they can be
associated with an account of the user. If the user loses the
data on his mobile device or purchases a new mobile device,
the user can logon to his account through the device and the
credentials can be automatically restored to the device. In an
implementation, the restored credential may not be visible or
made available to the user in plaintext. This can be done by
using the same or a similar mechanism by which prevents
credentials that are restored to a device from a prior backup
from being visible to the user on the restored device, although
the credentials are still functional. In other words, the restored
credentials are stored on the device and can be used to logon,
but they are not visible or accessible in plaintext to the device
user. This feature can be implemented using the operating
system of the restored device and/or an application operating
on the restored device. In an implementation of the disclosed
subject matter, the device can automatically use the restored
credential to automatically logon to the appropriate Wi-Fi
network when the device comes into proximity with the net-
work.

In particular, an implementation of the disclosed subject
matter can receive a credential such as a Wi-Fi password and
a network access identifier. The network access identifier can
be a network address, a host name, a Media Access Control
(MAC) address, a Service Set Identifier (SSID), etc., e.g., for
a network access device. A network access device may be a
device such as a router, a cable modem or a gateway. The
Wi-Fi password and the network access identifier can be
associated with a user identifier, such as a userid of an
account, a mobile device identifier such as a UDID, IMEI,
MEID, ESN or MAC identifier or a special purpose user
identifier. The credential can be received by a server that
syncs with a device (such as a smartphone) of the user, such as
for the purpose of backing up at least some of the data on the
user’s device. This can be done automatically or be initiated
by the user.

In an implementation, the user can specify the conditions
under which a credential can be shared with others. This may
be done through the user interface on the user’s mobile
device, through a computer distinct from the user’s device,
etc. Conditions can include an identity of another user or
group of users with whom the credential may be shared, a
blacklist of users or groups with whom the credential may not
be shared, one or more dates or date ranges on which the
credential may be shared, times of day during which the
credential may be shared, permissible and/or impermissible
geographic locations of devices with which the credential
may be shared, etc. Conditions may also specity when access
to a user credential is to be revoked.

A system in accordance with an implementation of the
disclosed subject matter is shown in FIG. 1. Online service
101 is in communication with Users A-F through network
102. Users B, C and D have been designated to be in a Social
Network Group X, 103. User A can designate a Wi-Fi pass-
word for User A’s home network to share with members of
Group X 103. In an implementation, Social Network Group X
103 can include friends of User A that have accepted User A’s
invitation to attend a party at User A’s house on March 5 from
6:00 PM to 11:00 PM. The server can receive a signal indi-
cating conditions for sharing the password. The conditions
can include one or more identifiers that specify Users B-D.
For example, the signal can include an identifier correspond-
ing to members of Social Network Group X 103. The signal
can also indicate a time range (e.g., 6:00 PM-11:00 PM), a
date or date range (such as March 5) and a geographic loca-
tion, such as the location of User A’s house.
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The Wi-Fi password to be shared can be stored (e.g., by
routine backup) on cloud service server 101. The server can
determine when any of the designated users are at or near
User A’s house between 6:00 PM and 11:00 PM on March 5.
Based on this determination, the server can send the creden-
tial to mobile devices belonging to members of Social Net-
work Group X 103 (Users B-D) between 6:00 PM and 11:00
PM on March 5 for those members of Social Group X 103 that
are ator near User A’s house within that time and on that date.

In an implementation, the sharing user may specify a tem-
poral threshold for a time or time range. For example, if the
time specified is 3:00 PM and the temporal threshold is 30
minutes, then the credential may be shared with an otherwise
qualified other user within 30 minutes of 3:00 PM. In an
implementation, a threshold of 30 minutes may be applied to
a time range such as 6:00 PM-11:00 PM to enable sharing of
the credential with any otherwise qualified other user from
5:30 PM-11:30 PM. An otherwise qualified other user is
another user who meets the rest of the sharing conditions.

In an implementation, the sharing user may specity a geo-
graphical threshold. For example, if the sharing user specifies
a geographical location of his home and a geographical
threshold of 1000 meters, then an otherwise qualified other
user may receive the credential when the other user is within
1000 meters of the home.

The shared credentials may or may not be visible on the
mobile devices of Users B-D. In this way, a user with whom
the credential has been shared cannot share it with another
user who may not be authorized. After the credential has been
shared, the mobile devices of Users B-D can logon to User
A’s home network.

At 11:00 PM, the server 101 can send a credential revoca-
tion message to the mobile devices of Users B-D, thereby
causing the shared credential to be revoked. In an implemen-
tation, the shared password is deleted from the devices of
Users B-D. In another implementation, the shared password
is suspended but not deleted. In some implementations, a
suspended password may be reinstated by the server if the
shared-with user with the suspended credential meets sharing
criteria later. After the credential has been shared, the mobile
devices cannot logon to User A’s home network using the
credential shared at 6:00 PM. In another implementation, a
revocation message can be generated when a user is deleted or
otherwise departs from membership in a group that has been
authorized to share the credential. For example, such a revo-
cation request can be automatically generated and sent to the
server from a social network that tracks membership of social
network users in groups. A revocation message can be gen-
erated automatically when a shared-with user falls out of
compliance with one or more sharing conditions.

In accordance with an implementation, a user may utilize a
social network to designate a group of users with whom the
credential is to be shared. For example, the user may desig-
nate a group of users on his social network that has been
named “Family”. He may designate a Wi-Fi credential to be
shared with his Family group. Thus, if he changes the pass-
word on his home network router and enters it into his mobile
device, the new password can stored on the server and be
automatically shared with the other members of the Family
group.

To facilitate the sharing of a credential with groups, a
credential sharing interface can be provide to the sharing user
that is integrated with, or a part of, the user’s account on a
social network. In an implementation, a user can logon to his
account on a social network and select a group with whom to
share a credential such as a Wi-Fi password. The user may
also set conditions for sharing the password via an interface
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provided by the social network provider or via an interface
provided by an application on the user’s device itself. The
social network can send a message to a server (either directly
or through the user’s device) that can include the identities
and/or addresses of members of the selected group with
whom to share the credential, as well as an identifier corre-
sponding to the credential to be shared. The server can deter-
mine if the sharing conditions are met and, if so, cause the
credential to be shared with members of the group. In another
implementation, the conditions can be set using an applica-
tion on the user’s device, which can also determine when the
conditions are met. When the conditions are met, the device
can directly share the credential with one or more other users,
or send a message to the server to cause the server to share the
credential with authorized other users.

Whether integrated with a social network or not, the shar-
ing interface can show a list of user credentials available for
sharing and a list of users. The list of users can be sourced
from the user’s Contacts list, email senders and recipients,
text messengers, phone callers and called parties and other
sources of contacts information available to the mobile
device. The user can select a credential for sharing and select
which users or groups of users with whom the credential may
be shared. Other elements of the interface can include a time
and time range selector and a geographical location or geo-
graphical area selector. It can also include an interface for
setting temporal and/or geographical thresholds.

It can also include an interface for specifying credential
revocation conditions. For example, an implementation can
include a data threshold. If a shared-with user downloads
more data than the amount specified in the threshold, then the
server can automatically generate a revocation message and
cause the user to lose access to the gateway. Other examples
of credential revocation conditions include identifying one or
more websites or other online resources that, if accessed by a
shared-with user, cause the generation of a revocation mes-
sage to the shared-with user’s device. In an implementation,
a revocation message can also cause a user to be logged-off
the resource that the shared-with user is accessing using the
credential. In an implementation, this can be accomplished by
sending an instruction to the resource to logoft the shared-
with user. In another implementation, an instruction can be
sent to the shared-with user’s device that causes the device to
logoff the resource.

FIG. 2 shows an example of a method in accordance with
an implementation of the disclosed subject matter. A User 1
mobile device syncs with the user’s account on a server. The
sync can include sending a credential from the mobile device
to the server for storage. The server can receive a signal from
the User 1 device that indicates one or more conditions under
which the credential is to be shared. The signal can include
conditions such as the identity of other users or other user
devices with whom the credential is to be shared. In this
example, the signal indicates that the credential is to be shared
with User 3 and User 4. The signal can also include any other
condition or set of conditions that must be met for the cre-
dential to be shared as discussed above. For example, the
signal can include instructions to the following effect:

(time is between 6:00 PM ET and 11:30 PM ET)
AND

(location is at 1150 Maple Ave 22209)

AND

(date is Mar. 18, 2016 OR Mar. 21, 2016)

These conditions can be stored at the server.

In an implementation, the server can determine that the
conditions are satisfied and send the credential to the other
users, such as User 3 and User 4 in FIG. 2. In an implemen-
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tation, the credential is not sent to the other users until the
conditions are met. For the example shown in FIG. 2, the
credentials can be sent only on the specified date and within
the specified time period, and only when the User 3’s and 4’s
mobile devices are at or around 1150 Maple Ave.

FIG. 3 shows an example where revocation conditions have
been met for User 4. The server can generate a revocation
message and send it to the User 4 mobile device. The effect of
the message can be to delete the credential on the User 4
mobile device, disable it or suspend it. A suspended credential
cannot be used by the device to logon and may be restored in
an implementation with a re-enablement message. Such a
re-enablement message can be generated automatically
if/when the revocation conditions are no longer true and the
sharing conditions are true, or upon the request of the sharing
user.

In an implementation, the server can send a revocation
message to the verifier, shown as a network gateway in FIG.
3. In this case, the credential is revoked or suspended at the
verifying entity. A verifying entity (also, a verifier) can
include the entity that verifies a credential to determine if the
presenter of the credential is entitled to use a resource. It can
also include the resource itself. Thus, even if User 4 presents
the shared credential to logon to the network gateway, the
network gateway will deny access. The revocation message
sent to the verifier may be in addition to or instead of the
revocation message sent to the shared-with user device, such
as User 4.

FIG. 4 shows another implementation where the revocation
message is automatically generated by the server and sent to
the sharing user, which can send it on to the verifier, which in
this case is the sharing user’s cable modem. In another imple-
mentation, the server can send a message to the sharing user
indicating that it will or has sent a revocation message to a
shared-with user, such as User 4. In an implementation, the
sharing user can override the revocation message and cancel
it, e.g., by sending a reply to the server canceling the trans-
mission of the revocation message. In other implementations,
the revocation message can be sent to the shared-with user
such as User 4 through the sharing user or through another
third party.

The signal indicating at least one condition under which
the password is to be shared can include one or more identi-
fiers corresponding to another user with whom the password
is to be shared, such as a shared-with user account name, a
shared-with user username, a shared-with user alias, etc. The
signal can include a type of other user with whom the pass-
word is to be shared. For example, the signal can indicate that
shared-with users be members of a given list, organization or
social network, have a mobile device with a given operating
system, application or set of applications, are relatives of the
sharing user, are employees or contractors of the sharing user,
or any other user profile information.

Implementations of the presently disclosed subject matter
may be implemented in and used with a variety of component
and network architectures. FIG. 5 is an example computer 20
suitable for implementations of the presently disclosed sub-
ject matter. The computer 20 includes a bus 21 which inter-
connects major components of the computer 20, such as a
central processor 24, amemory 27 (typically RAM, but which
may also include ROM, flash RAM, or the like), an input/
output controller 28, a user display 22, such as a display
screen via a display adapter, a user input interface 26, which
may include one or more controllers and associated user input
devices such as a keyboard, mouse, and the like, and may be
closely coupled to the I/O controller 28, fixed storage 23, such
as a hard drive, flash storage, Fibre Channel network, SAN
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device, SCSI device, and the like, and a removable media
component 25 operative to control and receive an optical disk,
flash drive, and the like.

The bus 21 allows data communication between the central
processor 24 and the memory 27, which may include read-
only memory (ROM) or flash memory (neither shown), and
random access memory (RAM) (not shown), as previously
noted. The RAM is generally the main memory into which the
operating system and application programs are loaded. The
ROM or flash memory can contain, among other code, the
Basic Input-Output system (BIOS) which controls basic
hardware operation such as the interaction with peripheral
components. Applications resident with the computer 20 are
generally stored on and accessed via a computer readable
medium, such as a hard disk drive (e.g., fixed storage 23), an
optical drive, floppy disk, or other storage medium 25.

The fixed storage 23 may be integral with the computer 20
or may be separate and accessed through other interfaces. A
network interface 29 may provide a direct connection to a
remote server via a telephone link, to the Internet via an
internet service provider (ISP), or a direct connection to a
remote server via a direct network link to the Internet via a
POP (point of presence) or other technique. The network
interface 29 may provide such connection using wireless
techniques, including digital cellular telephone connection,
Cellular Digital Packet Data (CDPD) connection, digital sat-
ellite data connection or the like. For example, the network
interface 29 may allow the computer to communicate with
other computers via one or more local, wide-area, or other
networks, as shown in FIG. 6.

Many other devices or components (not shown) may be
connected in a similar manner (e.g., document scanners, digi-
tal cameras and so on). Conversely, all of the components
shown in FIG. 5 need not be present to practice the present
disclosure. The components can be interconnected in differ-
ent ways from that shown. The operation of a computer such
as that shown in FIG. 5 is readily known in the art and is not
discussed in detail in this application. Code to implement the
present disclosure can be stored in computer-readable storage
media such as one or more of the memory 27, fixed storage 23,
removable media 25, or on a remote storage location.

FIG. 6 shows an example network arrangement according
to an implementation of the disclosed subject matter. One or
more clients 10, 11, such as local computers, smart phones,
tablet computing devices, and the like may connect to other
devices via one or more networks 7. The network may be a
local network, wide-area network, the Internet, or any other
suitable communication network or networks, and may be
implemented on any suitable platform including wired and/or
wireless networks. The clients may communicate with one or
more servers 13 and/or databases 15. The devices may be
directly accessible by the clients 10, 11, or one or more other
devices may provide intermediary access such as where a
server 13 provides access to resources stored in a database 15.
The clients 10, 11 also may access remote platforms 17 or
services provided by remote platforms 17 such as cloud com-
puting arrangements and services. The remote platform 17
may include one or more servers 13 and/or databases 15.

More generally, various implementations of the presently
disclosed subject matter may include or be implemented in
the form of computer-implemented processes and appara-
tuses for practicing those processes. Implementations also
may be implemented in the form of a computer program
product having computer program code containing instruc-
tions implemented in non-transitory and/or tangible media,
such as floppy diskettes, CD-ROMs, hard drives, USB (uni-
versal serial bus) drives, or any other machine readable stor-
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age medium, wherein, when the computer program code is
loaded into and executed by a computer, the computer
becomes an apparatus for practicing implementations of the
disclosed subject matter. Implementations also may be imple-
mented in the form of computer program code, for example,
whether stored in a storage medium, loaded into and/or
executed by a computer, or transmitted over some transmis-
sion medium, such as over electrical wiring or cabling,
through fiber optics, or via electromagnetic radiation,
wherein when the computer program code is loaded into and
executed by a computer, the computer becomes an apparatus
for practicing implementations of the disclosed subject mat-
ter. When implemented on a general-purpose microprocessor,
the computer program code segments configure the micro-
processor to create specific logic circuits. In some configura-
tions, a set of computer-readable instructions stored on a
computer-readable storage medium may be implemented by
a general-purpose processor, which may transform the gen-
eral-purpose processor or a device containing the general-
purpose processor into a special-purpose device configured to
implement or carry out the instructions. Implementations
may be implemented using hardware that may include a pro-
cessor, such as a general purpose microprocessor and/or an
Application Specific Integrated Circuit (ASIC) that imple-
ments all or part of the techniques according to implementa-
tions of the disclosed subject matter in hardware and/or firm-
ware. The processor may be coupled to memory, such as
RAM, ROM, flash memory, a hard disk or any other device
capable of storing electronic information. The memory may
store instructions adapted to be executed by the processor to
perform the techniques according to implementations of the
disclosed subject matter.

In situations in which the implementations of the disclosed
subject matter collect personal information about users, or
may make use of personal information, the users may be
provided with an opportunity to control whether programs or
features collect user information (e.g., a user’s performance
score, auser’s work product, a user’s provided input, a user’s
geographic location, and any other similar data associated
with a user), or to control whether and/or how to receive
instructional course content from the instructional course
provider that may be more relevant to the user. In addition,
certain data may be treated in one or more ways before it is
stored or used, so that personally identifiable information is
removed. For example, a user’s identity may be treated so that
no personally identifiable information can be determined for
the user, or a user’s geographic location associated with an
instructional course may be generalized where location infor-
mation is obtained (such as to a city, ZIP code, or state level),
so that a particular location of a user cannot be determined.
Thus, the user may have control over how information is
collected about the user and used by an instructional course
provider.

The foregoing description, for purpose of explanation, has
been described with reference to specific implementations.
However, the illustrative discussions above are not intended
to be exhaustive or to limit implementations of the disclosed
subject matter to the precise forms disclosed. Many modifi-
cations and variations are possible in view of the above teach-
ings. The implementations were chosen and described in
order to explain the principles of implementations of the
disclosed subject matter and their practical applications, to
thereby enable others skilled in the art to utilize those imple-
mentations as well as various implementations with various
modifications as may be suited to the particular use contem-
plated.
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The invention claimed is:

1. A method, comprising:

receiving a password and a network access identifier from

adevice of a first user, the password allowing a device to
logon to a network associated with the network access
identifier;

receiving a signal indicating at least one condition under

which the password is to be shared;

in response to the receiving a signal indicating at least one

condition under which the password is to be shared,
determining that at least one second user is authorized to
have access to the password; and

based upon the determination, sharing the password with

the at least one second user by storing the password and
the network access identifier on a device of the at least
one second user such that the device of the at least one
second user can use the password to logon to the network
associated with the network access identifier.

2. The method of claim 1, wherein the receiving a password
and a network access identifier comprises syncing the device
of the first user with an online account corresponding to the
first user.

3. The method of claim 1, wherein the signal indicating at
least one condition under which the password is to be shared
comprises at least one from the group consisting of: an iden-
tifier corresponding to a second user with whom the password
is to be shared, a type of a second user with whom the
password is to be shared and an identifier of a group of a
plurality of second users with whom the password is to be
shared.

4. The method of claim 3, wherein the identifier of a group
of'aplurality of second users with whom the password is to be
shared corresponds to a group on a social network.

5. The method of claim 3, wherein the identifier of a group
of'aplurality of second users with whom the password is to be
shared corresponds to a group on a social network.

6. The method of claim 1, wherein the signal indicating at
least one condition under which the password is to be shared
comprises at least one from the group consisting of: a time, a
date, a time range and a date range, a geographic location and
a geographic area.

7. The method of claim 1, wherein the at least one condition
under which the password is to be shared comprises at least
one condition under which a shared password is to be
revoked.

8. The method of claim 1, wherein the signal indicating at
least one condition under which the password is to be shared
comprises at least one from the group consisting of: a time, a
date, a time range and a date range, a geographic location and
a geographic area.

9. The method of claim 1, wherein the at least one condition
under which the password is to be shared comprises at least
one condition under which a shared password is to be
revoked.

10. The method of claim 1, wherein the sharing the pass-
word with the at least one second user comprises sending a
password sharing signal to the at least one device associated
with the at least one second user.

11. The method of claim 1, wherein the sharing the pass-
word with the at least one second user comprises sending a
password sharing signal to the at least one device associated
with the at least one second user causing the shared password
not to be visible on a display of the at least one device.

12. The method of claim 1, further comprising sending a
password revocation signal to the at least one second user.
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13. A method, comprising:

receiving a credential corresponding to a first user from a
device of the first user, the password allowing a device to
access one or more of an application, a network, a web-
site, and an online service;

receiving a signal indicating at least one condition under

which the credential is to be shared;

in response to the receiving a signal indicating at least one

condition under which the credential is to be shared,
determining that at least one second user is authorized to
have access to the credential; and

based upon the determination, sharing the password with

the at least one second user by storing the credential and
the network access identifier on a device of the at least
one second user such that the device of the at least one
second user can use the credential to access the one or
more of an application, a network, a website, and an
online service.

14. The method of claim 13, wherein the signal indicating
at least one condition under which the password is to be
shared comprises at least one from the group consisting of: an
identifier corresponding to a second user with whom the
password is to be shared, a type of a second user with whom
the password is to be shared and an identifier of a group of a
plurality of second users with whom the password is to be
shared.

15. The method of claim 14, wherein the identifier of a
group of a plurality of second users with whom the password
is to be shared corresponds to a group on a social network.

16. The method of claim 13, wherein the signal indicating
at least one condition under which the password is to be
shared comprises at least one from the group consisting of: a
time, a date, a time range and a date range.

17. The method of claim 13, wherein the at least one
condition under which the password is to be shared comprises
at least one condition under which a shared password is to be
revoked.

18. The method of claim 13, wherein the sharing the pass-
word with the at least one second user comprises sending a
password sharing signal to the at least one device associated
with the at least one second user causing the shared password
not to be visible on a display of the at least one device.

19. The method of claim 18, wherein the sharing the pass-
word with the at least one second user comprises sending a
password sharing signal to the at least one device associated
with the at least one second user causing the shared password
not to be visible on a display of the at least one device.

20. A system, comprising:

a server comprising a processor and a network interface,

the network interface configured to receive a credential

corresponding to a first user from a device of the first
user, the credential allowing a device to access one or
more of an application, a network, a website, and an
online service, and

receive a signal indicating at least one condition under

which the credential is to be shared; and

the processor configured to:

in response to the received signal indicating at least one

condition under which the credential is to be shared,
determine that at least one second user is authorized to
have access to the credential, and

based upon the determination, share the password with the

at least one second user using the network interface by
storing the password and the network access identifier
on a device of the at least one second user such that the
device of the at least one second user can use the pass-
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word access the one or more of an application, a net-
work, a website, and an online service.
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